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Supporting the Open Source 
Software Movement at NASA
Open source software development is a well 
established software development paradigm 
that allows free access to software source 
code so that anyone can submit modifica-
tions and improvements back to the software 
project. This movement has revolutionized 
the way many software products are created, 
upgraded and used. 

NASA already has a framework—the NASA Open 
Source Agreement (NOSA)—for releasing open 
source software developed with taxpayer fund-
ing back to the open source community. NOSA 
received certification from the Open Source Initia-
tive (www.opensource.org).

“NASA has been a pioneer in the Federal Govern-
ment in addressing some of the difficult issues 
surrounding intellectual property and liability in 
open source software release.” said NASA Chief 
Technology Officer for IT Chris C. Kemp.

The adoption of open source standards at NASA 
has enormous benefit to the public through 
direct and ongoing access to NASA technology. 
It helps lower the barrier to entry into space by 
opening private industry’s access to NASA’s 
technology investments. 

NASA has used open source to address project 
and mission needs, to accelerate software devel-
opment and to maximize public awareness and 
impact of NASA research. 

Since 2003 NASA has released more than 60 
software projects under the NOSA. 

In addition to the NOSA, there are several other 
ways NASA is supporting the adoption of Open 
Source at the Agency. NASA’s Chief Technol-
ogy Officer for IT, Chris C. Kemp, worked with 
NASA’s legal department to develop a Contributor 
License Agreement (CLA) for NASA, which allows 
open source code developed by third-parties to 
be incorporated into NASA open source projects 
for future release under the NOSA. The NASA 

open source legal team finalized the CLA making 
it available for use in late 2009.

In addition, the OCIO recently announced that, 
once NASA developed software has been ap-
proved for release under established policy, 
NASA developers may distribute their approved 
code via popular software forums such as GitHub 
and SourceForge. This was met with much enthu-
siasm from the NASA developer community, as it 
makes NASA open source software more readily 
accessible to other open-source developers. Re-
lease of software via these websites still requires 
that the software be approved for public release 
under the established software release policy. 
Finally, NASA is working toward hosting source-
code software currently under development on 
NASA public servers.

Although NASA and the public have already 
derived numerous benefits from open source re-
lease, the full benefits of open source can only be 
achieved if we establish the processes, policies, 
and corporate culture for open source develop-
ment. This means providing a path for non-NASA 
developers to contribute to on-going NASA proj-
ects in real-time. With initiatives such as the CLA, 
NASA is showing its commitment to adopting 
policies and processes needed to support open 
source development.

In its Open Government Plan, NASA outlines 
several goals to advance open source software 
development in the next year. Those goals are 
to implement a streamlined review process for 
NASA open source release, reducing approval 
time to two to four weeks, and to establish the 
ability for NASA software projects to be open 
source from inception, including the ability to take 
advantage of community development and public 
source code hosting.

NASA will host an Open Source Summit in the 
fall. Stay tuned to future issues of IT Talk for 
more details. r

Open Source Cloud 
Computing Collaboration 
for NASA and Japan
NASA and Japan’s 
National Institute of 
Informatics (NII) have an-
nounced plans to explore 
interoperability oppor-
tunities between NASA’s 
Nebula Cloud Computing 
Platform and Japan’s 
NII Cloud Computing 
Platform.

NASA Nebula and NII’s 
Cloud are built entirely 
of open-source compo-
nents and both employ 
open-data application 
programming interfaces. 

See the June issue of IT Talk 
for more on Nebula and cloud 
computing.

Open Source in Practice: 
NASA Vision Workbench
The NASA Vision Work-
bench is a general-pur-
pose image processing 
and computer vision 
library under develop-
ment by the NASA Ames 
Intelligent Systems 
Division. Vision Work-
bench has been available 
as NASA open source 
software since 2006 and 
has been used to create 
interactive explorable 
panoramas and produce 
high-resolution two- and 
three-dimensional maps 
of the Moon for robotic 
exploration. r
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Above Left: World Wind is an open source “virtual 
globe” that allows users to explore different planets 
in 3D. World Wind overlays NASA and USGS satel-
lite imagery, aerial photography, topographic maps, 
and publicly available GIS data on 3D models.
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President Obama’s declaration 
making cyber security a top 
national and economic secu-
rity priority explains that there 
are thousands of attempts to 
penetrate sensitive networks to 
steal our nation’s secrets and 
technology every day.

The Security Operations Center 
(SOC) is NASA’s nerve center 
for detection and monitoring of 
security incidents for the Agency, 
providing continuous, uninter-
rupted event detection, situational 
awareness, incident management 
and tracking. The SOC maintains 
a sound and secure information 
assurance posture for more than 
100,000 (including telephones) 
devices and users across NASA.

NASA’s state-of-the-art SOC 
accomplishes detection through 
innovative solutions, utilizing 
proprietary systems to track and 
manage incident response activ-
ity, consolidating Agency-wide 
coordination and communication. 

The SOC works side-by-side with 
the NASA’s Computer Forensics 
and Incident Analysis (CFIA) team 
and the Cyber Threat Analysis 
Program (CTAP), which focus 
on addressing the most serious 

threats, mapping information 
between threats to NASA and 
NASA’s inherent vulnerabilities. 
The SOC also performs penetra-
tion testing for NASA to deter-
mine security weaknesses with 
enterprise-wide ability to identify 
and respond to security incidents. 

The NASA SOC, at the forefront 
of technological development, 
has capabilities including: real-
time detection of NASA systems 
with malware infection; effectively 
blocking access to malicious ex-
ploit sites; preventing beaconing 
and data loss; using an effective 
multi-layer defense; and critically 
important real-time intelligence. 
These capabilities serve NASA’s 
uniquely diverse technological en-
vironment of scientists, engineers 
and others, supporting a multi-
tude of operating systems.

The SOC invests in the testing 
and development of advanced 
technologies to address growing 
cyber-security needs including 
cloud computing. SOC personnel 
are heavily involved in establish-
ing best practices in securing 
virtual environments and develop-
ing cutting-edge techniques in 
alignment with SOC performance 
of incident handling, response 
and forensics.

Additional SOC services include:
•	System monitoring.
•	Network flow monitoring.
•	Log aggregation, correlation 
and analysis.

•	Vulnerability detection and 
management.

•	Threat management and 
tracking.

•	 Incident coordination and 
management.

•	Computer forensics analysis.
•	Malware analysis and reverse 
engineering.

•	Advance persistent threat 
defense.

•	Threat notification.
•	SOC help desk.

Collaborating with external agen-
cies, offices and organizations 
including the US-CERT, Forum for 
Incident Response and Security 
Teams (FIRST) and the Bay Area 
CSO Council, the SOC also works 
closely with the FBI and Counter-
intelligence (CI) to mitigate threats 
and vulnerabilities. The SOC also, 
in partnership with CI, determines 
current and future Cyber Terror-
ism threats in addition to support-
ing investigations and prosecu-
tions of cyber criminals.

NASA’s SOC is tracking, moni-
toring and reporting issues 
24x7x365. For more information 
or to report an issue, contact 
1-877-NASA-SEC (1-877-627-
2732) or soc@nasa.gov r

Protection from Cyber Crime: 
NASA Security Operations Center (SOC)

Source: Andrea M. Riso, Ames Research Center 

NASA: A Leader in 
Federal Efforts Against 
Cyber Crime
NASA’s efforts around 
cyber security have 
prompted Vivek Kundra, 
the Chief Information 
Officer of the United 
States, to ask NASA to 
take the lead in forming 
a task force to demon-
strate to other Agen-
cies a pragmatic way to 
implement cyber secu-
rity using automated 
systems. r

NASA Rejoins World 
Wide Web Consortium 
NASA has rejoined the World 
Wide Web Consortium (W3C), 
an international organization 
whose mission is to develop 
web protocols, standards and 
guidelines designed to ensure 
universal access to the World 
Wide Web.

“Standards will play a key role 
in making NASA’s content more 
accessible on the Internet and 
in the implementation of our 

Photo Above: Inside the 
Security Operations Center.



Bruce O’Dell New CIO of NSSC 

Bruce O’Dell is the Chief 
Information Officer 
for the NASA Shared 
Services Center (NSSC). 
O’Dell leads NSSC IT 
staff in Agency-wide 
desktop outsourcing ini-
tiatives as well provid-
ing support for Agency 
back office services in 
finance, human resourc-
es, procurement and 
information technology. 
 
During O’Dell’s 25 year 
career, he has worked in 
both public and private 
sector organizations.  
Prior to his assign-
ment at the NSSC, he 
served for six years as 
an Information Technol-
ogy Director and Deputy 
CIO for the Government 
Printing Office where 
he was a champion for 
e-Business, process 
reengineering, knowl-
edge management, 
information assurance 
and critical infrastruc-
ture protection. Other 
Government assign-
ments included Deputy 
CIO for the Executive 
Office of the President 
and Director of Informa-
tion Management at the 
U.S. House of Repre-
sentatives where he was 
a primary advocate for 
privatization, as well as 
interagency support and 
partnering efforts.
 
O’Dell holds a bach-
elor’s degree in busi-
ness management from 
Rochester Institute 
of Technology in New 
York, and a master’s 
from Central Michigan 
University. r

Reducing risk of landslides, 
alerting people to disasters 
and creating a citizen help net-
work are the top three award-
winning solutions created by 
hackers at the Washington DC 
“Hacking for Humanity” event, 
part of a global “hackathon” 
that took place June 4 through 
6, 2010, sponsored by NASA, 
the World Bank, Google, Micro-
soft, and Yahoo!.

Organized by Random Hacks 
of Kindness (RHoK), the global 
marathon applied the skills of 
software developers to sustain-
able development and disaster 
risk issues. Other events took 
place in Sydney, Nairobi, Jakarta, 
Puerto Alegre and Sao Paulo. 

More than 300 people attended 
the kick off reception at the State 
Department followed by week-
end “hackathon” at the Micro-

soft offices. Hackathons are a 
fast-paced competition where 
software developers have a set 
amount of time to solve chal-
lenges defined by subject matter 
experts. At the end of the two-day 
marathon of hacking, 16 hacks 
were submitted to for judging.

“NASA is proud to be supporting 
Random Hacks of Kindness and 
promote wider usage of our open 
data to solve the world’s great-
est challenges,” said NASA CIO 
Linda Cureton. 

The winner was the Chasm 
project, a collaboration between 
a dedicated developer team and 
a subject matter expert from The 
World Bank. The Chasm pro-
gram assesses landslide risk, an 
increasing risk facing some of the 
world’s most vulnerable commu-
nities. The algorithms to under-
stand and model the risk existed, 

but were too complex to be used 
by engineers in the field. 

The Chasm team created web-
based software that allows 
engineers to enter data and 
then visualize and interpret it to 
understand the risk. Local com-
munities are better able to build 
with landslide prevention in mind. 
The World Bank has already ex-
pressed an interest in implement-
ing the program in the field in the 
Caribbean region this summer. 

The second-place winner was an 
application that allows emergen-
cy messages related to disasters 
(e.g., evacuations for hurricanes, 
tsunamis, other weather alerts) 
to appear on a browser or mobile 
phone similar to the Emergency 
Broadcast System for U.S. televi-
sion.

Third place was a citizen help 
network that lets citizens practice 
helping each other in everyday 
situations so they are ready to 
help each other in a disaster and 
alleviate overwhelmed 311 and 
911 networks. 

All global marathon locations 
worked off the same evolving 
wiki site addressing the problem 
definitions, and were connected 
by videoconference and IRC chat 
channel.

Some hacker groups collabo-
rated globally, for example teams 
from RHoK Sydney and RHoK 
DC collaborated on the devel-
opment of the person finder 
application.

For more information go to	
www.RHoK.org. r

Global Hackers Marathon Creates 
Solutions to Global Problems

Public site: www.nasa.gov/ocio      Internal site: insidenasa.nasa.gov/ocio

Open Government plan. Addition-
ally, standards nurture technol-
ogy innovation. We are especially 
interested in participating in those 
areas where NASA’s ongoing 
technical requirements overlap 
with the W3C’s standardization ef-
forts (some of these areas include 
HTML5, rules, OWL ontologies, 
and data provenance),” said NASA 
CTO for IT Chris C. Kemp, and the 
driving force behind the initiative.

NASA was a member of W3C 
from 1999-2002. 

“W3C is delighted to have NASA’s 
participation in our [Working 
Groups],” said Dr. Jeff Jaffe, 
W3C Chief Executive Officer. 
“Their expertise in eGovernment, 
linked open data and semantic 
web technologies will bring great 

depth and breadth of experi-
ence to these communities.”

NASA has taken a leading 
role among Federal Agencies 
in promoting transparency 
and enabling access to public 
information. 

“It is a natural step for NASA 
to contribute its expertise to 
the mission of the W3C,” said 
NASA Chief Information Officer 
Linda Cureton.  

The World Wide Web Consor-
tium (W3C) is an international 
consortium where member 
organizations, a full-time staff, 
and the public work together 
to develop web standards.	
For more information see	
www.w3.org/. r
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NASA’s first Information Technol-
ogy (IT) Summit will bring together 
government and industry leaders 
to explore the outer reaches of 
information technology. 
 
The Summit will gather 900 partic-
ipants and more than 100 expert 
presenters with themes around 
collaboration, social networking, 
innovation, infrastructure, opera-
tions and IT security and privacy. 
 
Speakers Include:
•	NASA’s Linda Cureton, CIO 
and other NASA center CIOs

•	Walt Disney’s Jack Blitch, Vice 
President & General Manager 
Walt Disney Imagineering-FL. 

•	Google’s Vint Cerf, Vice Presi-
dent & Chief Internet Evangelist. 

•	Dell Services’ Jim Stikeleather, 
Chief Innovation Officer. 

•	Symantec’s Mark Bregman, 
Chief Technology Officer. 

•	 Inspirion’s Misti Burmeister, 
Chief Executive Officer. 

•	Gartner Inc.’s David W. Cearley, 
Vice President and Garnter Fel-
low in Research. 

NASA Chief Technology 
Officer for IT Honored by 
CIO Magazine
NASA’s Chief Technol-
ogy Officer for Informa-
tion Technology Chris C. 
Kemp has been recog-
nized with CIO Maga-
zine’s‚ “CIO 100‚” award 
for his work done while 
he was CIO for NASA’s 
Ames Research Center 
in Moffett Field, Calif., 
in 2009. Every year, CIO 
Magazine identifies and 
honors 100 organiza-
tions that have distin-
guished themselves 
through the effective 
and innovative use of in-
formation technology. r August 16-18, 2010   •   National Harbor, Washington DC

Follow us on the 
NASA Chief Information Officer 

Facebook (www.facebook.com/nasacio) page and on Twitter (@nasacio). 

Send feedback about IT Talk to John Hopkins at john.hopkins@nasa.gov.


